The Wisconsin Government Accountability Board has embarked upon a project to evaluate whether certain modem
technology can be approved for use with voting equipment in Wisconsin. From the G.A.B.’s perspective, this is all
about ensuring that election night results, while unofficial, are accurately and securely transmitted from the polling
place to a central location. In the process, this has provided us with an opportunity to assess our vision for the use of
telecommunications and emerging technologies within our state. Today, I will present the preliminary research we
have conducted on telecommunications infrastructure within our state and hope to raise questions for discussion.
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Wisconsin has a highly decentralized election system, with the primary responsibility for election administration
falling to 1,851 election officials at the municipal level. Prompted by county clerks interested in continuing to
modem unofficial election night results from polling locations to central processing locations, the state elections
agency, the Wisconsin Government Accountability Board (G.A.B), recently reviewed applications for Non U.S.-EAC
certified voting systems that enable the transmission of unofficial results from a polling place to a central location on
election night.
This culminated in G.A.B. staff developing Voting System Standards, Testing Protocols and Procedures Pertaining to
the Use of Communication Devices in Wisconsin. This presentation will recap Wisconsin’s preliminarily experiences
with developing these test protocols and procedures for modem technology. It has been our experience that given
the changing telecommunications architecture within the state, it will be worthwhile to develop in depth real world
testing protocols as well as providing conditions on certification that will assist clerks in the event that systems no
longer work. This presentation will also perhaps raise a number of issues for consideration related to the use of
analog modem technology in voting systems as well as the implications of developing testing standards and protocols
specific to modem technology.
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Current WI law requires that no electronic voting equipment may be offered for sale or utilized in Wisconsin unless
the Board approves it. In addition to our decentralized form of election administration, WI is also unique in that our
elections at the state level are administered by the non-partisan GAB, a panel of former judges.
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Currently, an application for approval of an electronic voting system must be accompanied by reports from an
independent testing authority accredited by the U.S. EAC demonstrating that the system conforms to the U.S. EAC
standards
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At the March 20, 2013 meeting, the Board exercised authority per Wis. Adm. Code 7.03(5),
according to which, for good cause shown, the Board may exempt any electronic voting system from
strict compliance with Wis. Adm. Code Ch. 7.
The Board directed staff to review the practices of other states with regard to modem testing and then
to establish protocols to be used as guidelines for evaluating future (and concurrent) applications for
approval of non-U.S. EAC certified voting systems, where the underlying voting system received
U.S. EAC certification to either the 2002 or 2005 Voluntary Voting System Guidelines (VVSG), but
any additional modeming component does not meet the 2005 VVSG.
In accordance with the Board directive from the March 20, 2013 meeting, G.A.B. staff reviewed the practices of
other states
regarding non-U.S. EAC certified voting systems and equipment to determine what testing models could be
adapted and implemented by
the Board.
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As directed by the Board, staff developed testing protocols specific to the modeming component for non-U.S. EAC
certified voting systems, where the underlying voting system received U.S. EAC certification to either the 2002 or
2005 VVSG, but any additional modeming component does not meet the 2005 VVSG. The goal was to move forward
with testing systems that have not obtained U.S. EAC certification on the modeming component and allow
municipalities the opportunity to replace aging equipment while not sacrificing the modeming capability on which
many have relied for decades.
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In preparing the Voting System Standards, Testing Protocols and Procedures Pertaining to the Use of Communication
Devices in Wisconsin for testing, staff embarked upon a project to consult with other states regarding their testing
programs while also evaluating our own long and short term goals in this area.
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• In accordance with the Board directive from the March 20, 2013 meeting, G.A.B. staff reviewed the practices of
other states
regarding non-U.S. EAC certified voting systems and equipment to determine what testing models could be
adapted and implemented
by the Board.
• Staff consulted with and reviewed the statutory requirements and testing protocols of select states (Iowa, Illinois,
Minnesota, Virginia, Georgia, New York, and Florida), and also consulted with the academic community and
industry professionals regarding testing protocols for non-U.S. EAC certified voting systems, where the underlying
voting system received U.S. EAC certification to either the 2002 or 2005 VVSG, but any additional modeming
component does not meet the 2005 VVSG.
• Staff also reviewed Election Day and post-election procedures utilized by other states that allow the transmission
of unofficial results via modem technology.
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• Staff specifically sought input from election officials in states with extensive testing programs
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• G.A.B. staff consulted with staff from the Wisconsin Public Service Commission, Department of Administration,
and the State’s major telecommunications providers to assess whether Wisconsin’s telecommunications
infrastructure can support the modeming of unofficial results via analog modems. Staff also reviewed the testing
protocols in place in other states to assess the applicability of these models to Wisconsin’s needs
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In preparing the standards, the team evaluated our agency’s long and short term goals in this area.
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The Analog technology utilized by the traditional analog modems require, at a minimum, that a municipality maintain
conditioned analog lines. Even when this criterion is met, staff’s research demonstrates that a number of factors may
affect the rate of transmission, including, for example, the speed of the modem and the number of analog to digital
conversions that take place during a single transmission. Several Wisconsin municipalities, particularly those in rural
areas, currently have difficulty transmitting results using analog technology. Is this therefore the future of technology
in Wisconsin or a relic of the past?
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Analog technology from the era of “Ma Bell” was built in the mid-19th century. While it is often reliable, it is dated
technology and is slowly being replaced. The general trend is to move to voice service over Internet Protocol (VoIP)
which is a digital service IP-based system. How quickly that will occur on a statewide basis is not known and is
subject to a number of factors including regulatory treatment under an IP system, the cost to implement, the
benefits to implementing the change, and customer demand. Nevertheless, as a general rule, most municipal
systems are moving to a VoIP type internal network and it would be up to each individual municipality using Unity
3.4.0.1 to ensure that analog technology will be supported into the foreseeable future.
How quickly that happens is not known and subject to a number of factors including what regulatory treatment
under an IP system and the cost to implement and the benefits to implementing the change and customer demand.
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Our research indicates that companies will shift to an all packet network over the next decade or so. However, there
will still be devices like “MagicJack” that let you connect old analog phones to digital lines. Right now, pretty much
every company that has fiber to the residence has something like that built into the interface box they install in
residences. That should continue since the old Ma Bell phones are pretty much indestructible. However, new
business phone systems tend to be digital, so providers may not install emulators in businesses.
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The question that has to be asked of every modem is, what is the slowest speed at which the modem can send
information without dropping the signal. When a modem connects, the warbling tones being sent are called
“handshaking,” and handshaking establishes the speed at which data can be sent with minimal errors by starting slow
and trying faster speeds until it has too many problems, then the modem slows down and sends data. The process
works, unless the connection will not support even the slowest speed.
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When an analog PBX was between the modem and the public line, can it affect the transmission? It would depend on
the PBX, how it connected to the network and so forth. PBXs, and the service that serves them, have a bazillion
options. Some could certainly affect data speed, and it might not be easy to fix that.
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We are at an exciting time, reevaluating our testing program, considering new options, and thinking about our
(elected officials, vendors, county and municipal clerks) shared vision for telecommunications.
Is a decade enough? Given the altering landscape of the telecommunications infrastructure, should we as a state
begin to look more downstream at the integration of technologies (like the electronic poll book) with voting systems
and the way these systems, outside of the certification structure created by the U.S. EAC can and are making use of
emerging communication technologies.
Are there legal remedies that are available. For example, on the state, county, or municipal level can we negotiate
the necessary service level agreements with vendors, perhaps calling for a purchase agreement to be rescinded if the
technology is in effect not workable given a counties infrastructure.

merge and integrate, the attributes of the poll book will eventually be merged with the voting system and all of its
strengths and vulnerabilities will be aggregated with those of the voting system.
Election systems, not voting systems, are already the next wave of mission critical systems. Since these systems (VR
systems, poll books, candidate qualification systems, ballot-on-demand systems, ballot marking systems, etc.) are
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What you lose in testing the entire system as an integrated unit?
How can a component based testing protocols save money for both the state’s entities and manufacturers?
Will this require a shift in the types of systems we will allow within the state?
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As directed by the Board, staff limited the scope of the testing protocols to the modeming component for non-U.S.
EAC certified voting systems, where the underlying voting system received U.S. EAC certification to either the 2002 or
2005 VVSG, but any additional modeming component does not meet the 2005 VVSG. The recommendation to move
forward with testing systems that have not obtained U.S. EAC certification on the modeming component was based
in part on a desire to allow municipalities the opportunity to replace aging equipment (should the Board ultimately
approve the Application for Approval of Unity 3.4.0.1.), while not sacrificing the modeming capability on which many
have relied for decades.
Staff also developed a number of security and procedural recommendations. The Election Day security protocols
clarify that the modeming component shall only be used for the transmission of unofficial results. Staff also
recommended that the Board adopt post-election equipment audits during the equipment’s initial period of use. For
example, the protocols and procedural requirements enumerate specified time periods for modeming unofficial
results after election inspectors have already “closed the polls” on each piece of voting equipment as well as
enhanced post-election auditing procedures. Staff determined that many of the security concerns associated with
modeming unofficial results could be alleviated through auditing, canvassing, and additional procedural safeguards in
place on Election Day, rather than solely through pre-approval testing.
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Based on this research, staff decided to recommend the Board include real world testing as a component of the test
protocols and procedures.
Staff has conducted preliminary research into the telecommunications infrastructure within the state. G.A.B. staff
consulted with staff from the Public Service Commission, Department of Administration, and the State’s major
telecommunications providers to assess whether Wisconsin’s telecommunications infrastructure can support the
modeming of unofficial results via the modem component of the DS200 tabulator.
Staff also examined the testing protocols developed in Virginia and Florida and particular.
Staff determined to conduct testing in-house, but has not foreclosed the possibility that we will need to acquire an
outside consultant to assist with some aspects of the testing plan. I selected counties who have either used
modeming or desire to do so. We will test from approximately eight different polling locations and attempt to send
results into selected central processing locations, just as we would on election night.
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